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|EXPERIENCE |
Singtel (Singapore, Singapore), Forward Deployed Al & Automation Security Aug 2026 - Present
Engineer

e First Place for Singtel BIG Fearless Find 2026 Round 1

e  Work with Subject Matter Expert from Singtel team to developed customised Al & Automation Solution for Singtel's
MSSP

SingTel (Singapore, Singapore), Cybersecurity Consultant Intern May 2026 - Aug 2026

¢ Developed and enhanced a Python-based automation script to integrate Akamai WAF APIs for extracting security
alerts, logs, and network traffic data, transforming raw security events into structured reports and visual diagrams to
improve threat visibility and reporting efficiency for security analysts.

e Developed ConfigProof Al for security risk analysis of vendor product to deliver assurance.

CiTaDel Cybersecurity Solutions (Singapore, Singapore), Founder Mar 2023 - May 2026

e Founded CiTaDel to revolutionize cybersecurity for SMEs and consumers by delivering affordable, open-source
solutions and leading mission to empower users with industry-grade protection, cost reduction of SOC solutions went
down by 80%.

e Architected and oversee a state-of-the-art Security Operations Center (SOC) employing Endpoint Detection and
Response (EDR) and Security Orchestration, Automation, and Response (SOAR) to defend against sophisticated
and evolving cyber threats, thereby Increasing threat detection by up to 90%.

¢ Integrated Deep Learning Artificial Intelligence (Al) models into SOC workflows to enable proactive defence
strategies, ensuring early risk detection, threat mitigation, and continuous security automation, false positive shrank
by 20%.

Singapore Armed Force (Singapore, Singapore), Full-Stack Web Developer Jan 2023 - Mar 2023

e Orchestrated a team of four to develop a 3-tier architecture, full-stack web application aimed at digitizing paper-based
processes in military.

e Utilized an array of technologies, including HTML, CSS, JavaScript, PHP, Bootstrap, and MySQL to implement key
features of application.

o Delegated tasks and provided guidance to team members to ensure successful project completion, resulting digital
solution led to improved data accuracy, shorter processing time, and decreased paper waste, Increased efficiency
and lower costs for organization by up to 20%.

NCS Pte Ltd (Singapore, Singapore), Cybersecurity Consultant Intern Aug 2021 - Feb 2022

e Coordinated the installation, configuration, Integration, Upgrading and troubleshooting of EDR solutions, contributing
to a 40% increase in threat detection and early mitigation for endpoints under government management.

e Spearheaded troubleshooting and issue resolution for critical security tools, ensuring 99.9% uptime and swift
response to any system alerts.

e Earned multiple certifications from CyberArk and Carbon Black, furthering expertise in the field of cybersecurity.

e Recognized as a Subject Matter Expert in Carbon Black Endpoint Detection and Response, demonstrating
proficiency in critical area of cybersecurity.

[EDUCATION |

National University of Singapore Aug 2024 - May 2028
Bachelor of Computing in Information Security

Ngee Ann Polytechnic Apr 2019 - May 2022
Diploma In Cybersecurity & Digital Forensics

e Graduated with CGPA of 3.8217/4

e Certification in Advance Computing Mathematics

|CO-CURRICULAR ACTIVITIES |
Homeless Hearts of Singapore, Member Jun 2021 - Dec 2022



mailto:zurielst@u.nus.edu
https://linkedin.com/in/zuriel-shanley/

e Gained experience provided insight into struggles faced by marginalized community members, particularly due to the
impact of the Covid-19 pandemic.

e Befriended and distributed food and basic necessities to those in need as a volunteer, including homeless individuals;
unable to return to home-towns due to travel restrictions.

Genesis, Vice - President of Startup Apr 2019 - May 2021

e Spearheaded founding of CiTaDel, a state-of-the-art Security Operations Center catering to small and medium-sized
enterprises (SMEs) in Singapore, leverage opensource technology.

e Nominated by Genesis to participate in the "Zero to One Entrepreneurship Program" for startup founders in
collaboration with Meet Ventures and the NUS School of Business.

NullSec, Head of Publicity Apr 2019 - May 2021

e Played an active participation and promoted to Head of Publicity in NullSec at Ngee Ann Poly, allowing for honing of
cybersecurity skills and opportunities to take on leadership roles.

e Collaborated with other poly to organize the inter-poly CTF (Lag n Crash) and was involved in planning the YCEP
CTF and annual Hack'n'Flag CTF.

e Completed Cyber Defender Discovery Camp by DSTA and obtained 6 certifications, including Gold in Basic Reverse
Engineering and Silver in Using Metasploit, Open Source Intelligence, and Web Vulnerabilities.
Received a Certificate of Recognition for Machine Learning in Cybersecurity.
Attained a rank of 41st out of 237 teams in CTF competition.

ISKILLS |

Ethical Hacking & Secure Web Development (ASP.NET)

Malware Analysis Tools & Techniques

Network Infrastructure - Cisco Packet Tracer, Switch, Network Security - Palo Alto NGFW and FortiGate Firewall
Server & Cloud Security - Hardening of CentOS and RedHat linux

Deep Learning - RNN, CNN and NLP

Object-Oriented and Functional Programming

Web Application Pen-Testing - OWASP top 10, Zed Attack Proxy & Burpsuite

Reverse Malware Engineering - Ghidra and IDA

Digital Forensics - Encase Sofware

[CERTIFICATIONS I

Cisco Cyber Threat Management Certificate

Fortinet Certified Associate in Cybersecurity (20/10/2023 - 20/10/2025)

Fortigate 7.4 Operator Self-Paced Course

SingTel Cyber Security Cadet Scholarship (2021 - 2022)

Edusave Good Progress Award 2022 - Diploma In Cybersecurity & Digital Forensics

Homeless Hearts of Singapore, Certification of Appreciation (2021)

CyberArk Certified Trustee (2021)

CyberArk Training - Introduction to CyberArk Privileged Access Management Course (2021)

VMware Carbon Black Cloud Fundamentals Certification (2021)

NUS Business School - Zero To One Entrepreneurship Program (2021)

Cyber Defender Discovery Camp 2020 - Basic Reverse Engineering (Gold), Using Metasploit (Silver), Open Source
Intelligence (Silver), Web Vulnerabilities (Silver), Getting Started with Kali Linux (Bronze), Machine Learning in
Cybersecurity (Completion)

e Certificate of Appreciation - Cyber Youth Singapore EAE Hackathon 2020

e MINDEF Bug Bounty Programme 2019

|PROJECTS |

Cinderella Shoes (Secure Full Stack Web App), Team Leader Oct 2020 - Mar 2021

e Designed Cinderella show website with friends as a 3-tier architecture website for Secure Software Development
(SSD) assignment.

e Built website on ASP.NET framework and incorporates several security API's, including Stripe payment gateway and
reCAPTCHA, ensuring 0% transaction failure through payment.

Ngee Ann Badminton Webpage, Member Apr 2019 - Oct 2019



e Constructed a front-end website designed for Ngee Ann Badminton CCA, bootstrap, wow.js and pure html, css and js
(ngeeannbadminton.zurielst.com).

Hash Encryption, Member Jan 2018 - May 2018
e Architected a 3-factor authentication system (Project Xynthea) written in python, leverages Twilio's One Time
Password, MD5 and SHA-256 encryption.

[PUBLICATIONS |

¢ Food Image Classification Using Covolutional Neural Network with LSTM and GRU (bit.ly/DeeplLearning2020)
e Emoji Prediction and Autocorrect Using Recurrent Neural Network (bit.ly/DeepLearning2020)

|ADDITIONAL INFORMATION |

e English (Native), Chinese (Conversational), Bahasa Indonesia (Basic)



